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Goals

* Troubleshooting is the “art” of knowing what to do
next

* Troubleshooting is the “art” of discovering
who/what to blame
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— What can help?
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Friendly reminder

... who to blame!

Layer 1ISO TCP/IP
7 Application Application
6 Presentation
5 Session Transport
4 Transport
3 Network Network
2 Data link Media Access
1 Physical
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Methodology

* Top-down
— Start with: application configurations
— Finish with: wireless interface, SNR

* Middle-top or Middle-down
— Start with; Internet connectivity <ping>
— Continue up/down depending on result
 Down-Top
— Start with: wireless interface, SNR ...
— Finish with: application layer
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| can't read my
Hotmailt

(equiv: the printer is not working!)
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Top-down

* What e-mail application are you using?
— Application settings, proxies
* (Can you reach other sites?
— DNS problems?
* Does your application time out?
— TCP session problems?
* Are you authenticated to the access-control server?
» (Can you reach your provider?
— Routability problems?
* Do you have an IP address?
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Middle-top/middle-down

 Can you ping hotmail.com?
 Can you ping the border router of your WISP?

For example, if both answers are “no”:
* Do you have an |P address?

* Are you authenticated with the access-control
server?
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Classification of problem

o Typical X-files type classifications:
— Interference for various reasons
— Network is not “fast”
— Packets get lost
— Lots of people
— Weather conditions
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Troubleshooting tools — link layer

)« Tools that work with any IEEE 802.11b
compliant product
(Listen - troubleshoot)

* Tools that come with every specific vendor
(Accessing/SNMP the boxes!)
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Troubleshooting tools

TCP/IP Tools

Application nslookup

Transport (TCP) Ntop (Win32/Linux)
Visualroute, traceroute

Network (IP) Nmap, Ntop (Win32/Linux)
Ethereal, Etherape

Media Access Control Ethereal (Win32/Linux)
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Three scenarios for troubleshooting

* Link level problems (Netstumbler)
— Problems in the radio channel?
* [P level problems (Etherape)
— Congested network? Slow
o Application problems (Ethereal)
— Can not check my mail.
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Netstumbler
* Retrieve physical/link layer info in "passive”
move
o User our wireless card as a “radio analiser’
* Which channels, SSID, WEP are present?
* Monitor the SNR of each of them in our position
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EtherApe

Etherape
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EtherApe

o |dentify traffic flows and their distribution
o Study the “dynamics” of the network

* Detect malicous programs: viruses, port
scanning, flooding...

o Verify at high level the IP connectivity: DNS,
HTTP and Mall services

Last updated: 26 April, 2006 Multimedia Training Kit 16

Alberto Escudero Pascual www.itrainonline.org/itrainonline/mmtk



Ethereal
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Ethereal

* Very detailed information for a certain traffic flow
* We can filter and examined per-transaction basis
* We can determine if it is:
— connectivity problem (machine not reachable)
— service problem (service not available)

— user/server problem (authentication,
application, configuration)
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Most common "wireless” related
problems are related to...

* PHY: hidden nodes, multipath, noise

* |P: network planning, multiple dhcpd,
asymmetric transmission speeds

* Application: viruses, peer-to-peer
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Conclusions

* The more you know about how things work... the
easier to troubleshoot when they do NOT work!

* Understanding a problem is not the same that
solving a problem
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Final tips!

Takes less time to rebuild an undocumented
system than to troubleshoot it

If you need help, be ready to provide
documentation
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