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> Goals

Global wireless access @ IT-University.

Focus on security and mobility.

Research network.

Learning environment.
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> YellowNET overview
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> YellowNET Auth.

IP-Kerberos Login
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> GreenNE'T overview

MobilelP Foreign Networks
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> GreenNE'T overview

Firewalled Home Agent
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> Security

o [IP-Kerberos Login vulnerabilities.

e “00:60:1D:F1:64:D4”" = nym(aepQ@it.kth.se).

e DoS attacks.

e 'Big Brother’ redesign.

e Location privacy policies.

e Traffic analysis. Intrusion detection.



> Conclusions

A new approach to spaces

Security with low maitenance

High Mobility

Research opportunities

Open Source development
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> Future work

e Kerberos V, FlyingLinux-2001, Windows2000

o IPV6, MobileIPv6

e Monitor: Big Brother - II

e Security: FlyingFreedom

e Vertical handovers: GPRS, Bluetooth

e IntereXchange technologies.

11



> More info

-FlyingLIinux.NET.
http://www.flyinglinux.net/docs

- I'T University.
http://www.it-universitetet.kth.se

- Big 'flying’ Brother.
http://www.flyinglinux.net/bigbrother
-Press articles.

http://www.it.kth.se/~aep/publications
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